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Create an Email Profile

In Alltalk, click tools(Profile editor
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The profile Editor will OPEN

Create a New profile
Click NEW.
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Type a name for you email profile.  This name should reflect the name of the Email server eg “BigPond”
Server Settings
Click on the Server Settings Tab

In the Remote Host address enter the name or IP address of your email server (eg mail.bigpond.com) and then tick Email Account.  The remote Socket information will be filled in automatically.

[image: image3.png]|AllTalk Profile Editor (1.1.1.40)

=loix]
Profle Name

[BioPord ¥ InstalKey New Delete

Server Settings | Directores | Tracking Options | Convert Fil Extensions | Orgarisation
Remate Host mailbigoond com
Remole SendSacket |5

Remale Receive Socket  [110

W Enalcsait

Emal Address

Logon Name.

Passward

oK Cancel Apply





Next put in your email address, the logon name (which might be the same as the email address)  and the Password.
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Note: Alltalk always uses secure password authentication methods where the server supports them.

Configuring the Directories

Click on the Directories Tab
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Set your health message and Non health message folders as normal (ie copy from another profile) but you must set your Outbound File directory to a DIFFERENT folder than for other Alltalk messages.  

DO Not set the tracking or Investigation settings.

For example:
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Click Apply to save the settings and Click OK to close the profile editor.

Setting Digital Certificates for Email Accounts:
If you have digital certificates, you can set these in the Organisation Tab of the profile Editor.
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If you choose to install a signing certificate, all outgoing messages on this account will be signed.  If you expect to RECEIVE PKI encrypted messages, you must set the Encryption Certificate.

<MORE LATER>

Configuring Recipients
For Alltalk clients with a Standard email Account configured, you may manually add delivery information for standard email addresses. There are 3 types of Email recipient 

a) Secure Email Recipient

b) Zip Mail Recipient

c) Insecure (standard) email recipient.

In most circumstances you will use Secure email recipient type.  

Adding an Email Recipient.

Open the Email Recipient Manager

Tools(Manage Email Recipients

[image: image8.png]| Fle view | Tooks Help

Sunmay|  Profle e,

AlTslk Message Viewer.

v Generate Tracking Fles

13401150
134 150 v Keep Encrypted Data

1341 15:0  Enable Virtual Printer

Schechler,
Options.

Bulk il Transport Editor
 Enable Buk Transport

y Orgriston el | Addes Bock |

P

Felch Fils Send Fils

Elose Lk,

=10l

A

)

Version 1.1.1.84

Status: Closed, 5] Timer
Bulk File Queue: 0





[image: image9.png]Recients

Alak D Desciption

e —
Emal Address

Name.

Zip Password





Add A new recipient

Recipients(Create(<type>

Secure Email Type

You need to have a copy of the recipients PUBLIC ENCRYPTION CERTIFICATE file to use this type.
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Type the email address (address you want to send it to) and type a description.

Click Import, then  browse to the recipients certificate file.
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Alltalk will examine to certificate to make sure it is suitable to be used.  

If the recipients email address does not match that of the certificate, you will see this warning
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IF the Certificate is of the wrong type (eg a signing certificate), you will see this warning.

[image: image13.png]EX

ate Type Error

Usags s Digtal Signatures
Are you ABSOLUTELY certain you want to use 7

° This Certicate doss not seem to be speciically for encryption





When the certificate has been Successfully imported, you will see  
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Click OK.  

Your recipient has been successfully added. 
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Zip Mail Type
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Enter the Email Address, Description and Zip Password to be used with this email address.
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Click Apply.  Your recipient will be added.
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Unencrypted Email
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Enter the username and Description.
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Click Apply.

Your recipient will be added.
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Forwarding Non health messages to an Email Account
For clients with an email profile configured, Alltalk offers the opportunity of forwarding all non health messages (ie word docs, Acrobat documents spreadsheets etc etc ) to any email address.  If the address is one of the email recipients configured in the Email Recipient manager, the encryption for that recipient will be applied to the forwarded messages. 
For an organisation running their own email server within a trusted environment, you can use a standard email recipient (easiest), or a Zip mail account for added security.  For a client without a trusted email server, you should only use the Zipmail or Secure email types.

Open the Profile editor and select a standard Alltalk profile. 

Click on the Directories tab.  Note that the Directories tab will now show an option to forward to email.
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Select the Forward by Email option and enter the email  address.
Click Apply and OK.  

Repeat this process for any other alltalk profiles.


